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Cardiovascular disease is the leading cause of morbidity and mortality globally, imposing a substantial patient burden. Digital biomar
kers derived from digital health technologies enable quantifiable, near-continuous, real-world capture of pathophysiological signals 
and are increasingly used across cardiovascular medicine. Their growth is often supported by big data analytics, artificial intelligence 
and connected sensors within the Internet of Things. This scientific statement systematically reviews digital biomarkers, their clinical 
utility across the cardiovascular care continuum, and summarizes major methodological and implementation challenges. We searched 
PubMed/MEDLINE, Embase and Scopus for phase III–IV cardiovascular trials published between 1 January 2019 and 1 August 2024 
that collected digital biomarkers. We identified 541 records and included 32 trials (40 reports) enrolling 32 246 participants (44.71% 
women; mean age 66.2 ± 11.0 years). Heart failure was the most frequent target condition (16 trials, 50%), followed by cardiac im
plantable electronic devices trials (12 trials, 38%). Digital biomarkers included cardiac rhythm and heart rate, blood pressure, body 
weight, impedance-based measures, haemodynamic pressures, and physical activity and sleep patterns captured using diverse sensor 
technologies. Methodological quality was good (modal quality score 5; range 3–7), although most trials were unblinded. Current stud
ies suggest potential clinical utility in selected cardiovascular conditions. Implementation remains challenging because of measure
ment variability, privacy and regulatory requirements, affordability and reimbursement barriers and inequities in access. Robust 
validation and outcome- and cost-effectiveness evidence are still needed. Registration number: CRD42024573879.
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Graphical abstract

Graphical abstract. Visual summary of digital biomarkers in cardiovascular medicine. 
Abbreviations: BP, blood pressure; CCTA, coronary computed tomography angiography; CIED, cardiac implantable electronic device; CMR, cardiac 
magnetic resonance; ECG, electrocardiogram; HR, heart rate; ICM, implantable cardiac monitor; LAP, left atrial pressure; PA, pulmonary artery; PPG, 
photoplethysmography; DBs, digital biomarkers.
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38%). Results were heterogeneous,
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Visual summary of digital biomarkers in cardiovascular medicine and key barriers to implementation.
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Introduction
Cardiovascular disease (CVD) remains the leading cause of mor
bidity and mortality worldwide, burdening patients with multiple 
debilitating symptoms. CVD diminishes workforce productivity 
and imposes substantial economic burdens due to high treat
ment costs and hospitalizations. Digital health technologies 
(DHTs) have the potential to solve the challenges within global 
healthcare systems. They may enhance early detection, optimize 
treatment, reduce disparities in access and lower overall health
care costs, while improving quality of life and outcomes.1,2

Biomarkers are frequently used in clinical practice, both in 
hospital and after discharge, as well as in medical research. 
Both the European Medicines Agency (EMA) and the US Food 
and Drug Administration–National Institutes of Health (FDA– 
NIH) Biomarker Working Group define a biomarker as an object
ive, quantifiable characteristic that reflects normal biological 
processes, pathogenic processes or responses to exposures or 
interventions, excluding measures of how an individual feels 
or functions.3,4 Biomarkers can be classified based on their func
tion into overlapping categories: Risk/susceptibility, diagnostic, 
monitoring, prognostic, predictive, pharmacodynamic/response, 
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and safety biomarkers.4,5 According to the EMA, the clinical rele
vance of biomarkers requires a reliable association with validated 
clinical endpoints.6

Digital biomarkers (DBs) are biomarkers derived from data 
captured by DHTs, processed, and stored using digital tools.7
However, definitions of DBs remain heterogeneous in the bio
medical literature. Despite this variability, DBs typically share 
common characteristics. They are often acquired non- 
invasively, collected longitudinally in near real time, and are 
characterized by high sampling rates, high data volume and 
algorithm-based processing.8 Moreover, multiple signals can 
be captured concurrently and integrated into a composite 
DB.9 Nevertheless, there can be overlap between traditional 
biomarkers and DBs, particularly when measurements are digit
ally captured and processed (Figure 1).

Mobile health (mHealth, smartphone, and wearable health ap
plications) and the Internet of Things (connected sensors and 
devices) enable early, extensive remote capture and transmis
sion of signals to clinical dashboards for evaluation and manage
ment. Big data analytics and artificial intelligence (AI) can derive 
DBs from these signals to support disease phenotyping, risk pre
diction and personalized medicine. The widespread use of con
sumer DHTs facilitates the collection of DBs in real-world, 
naturalistic environments and may promote more equitable ac
cess to care. Patient empowerment through DHTs may facilitate 
a shift towards more proactive care and self-management, in 
line with the goals of value-based healthcare. In parallel, DBs 

are increasingly being incorporated into clinical trials (CTs) 
with decentralized trial designs and continuous endpoint cap
ture, improving trial efficiency and accelerating the evaluation 
of novel therapies.10,11

Although the term ‘digital biomarker’ is not yet widely used, 
measurements obtained using DHTs are already applied in car
diology across prevention, prediction, diagnosis, treatment, and 
prognosis. For example, DBs range from blood pressure trends 
to metrics derived from remote monitoring of cardiac implanta
ble electronic devices (CIEDs) (see Central illustration).

However, integrating DBs into clinical practice and research 
remains challenging. Despite major technological advances in 
cardiovascular medicine, there is still substantial variability in 
measurement accuracy across devices and algorithms. 
Additionally, the legal and regulatory framework is still evolving, 
particularly regarding the standardization of validation processes 
and compliance with data protection and privacy requirements 
across clinical and consumer settings, which complicates wide
spread adoption of DBs. Moreover, heterogeneous access to 
DHTs and the failure to establish clear reimbursement pro
grammes remain substantial barriers, even in well-resourced 
healthcare systems, and may be further exacerbated by socio
economic and cultural factors.12,13

Given the rapid advances in DHTs and the exponential growth 
of available DBs, this paper aims to summarize the current clin
ical applications and associated technologies of DBs across car
diology subspecialties. It also outlines key considerations in DB 

Figure 1 Traditional vs. digital biomarkers. Traditional biomarkers are typically obtained in clinical settings and provide episodic mea
surements (e.g. molecular, histological and imaging findings). Digital biomarkers are derived from digital health technologies and algo
rithms and are often captured longitudinally in near real time, generating high-frequency, high-volume data (e.g. physiological and 
haemodynamic signals, imaging-derived metrics and behavioural measures). Imaging may be considered ‘digital’ when derived through 
automated/AI-based quantification or algorithmic post-processing. Abbreviations: DNA, deoxyribonucleic acid; RNA, ribonucleic acid; 
CT, computed tomography; MRI, magnetic resonance imaging; PET, positron emission tomography; LVEF, left ventricular ejection frac
tion; GLS, global longitudinal strain; FFR-CT, fractional flow reserve computed tomography; ECG, electrocardiography; HRV, heart rate 
variability.
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development and validation, including methodological, regula
tory, and implementation barriers.

Methods
Search strategy
A structured literature search was performed in PubMed/MEDLINE, 
Embase and Scopus, covering the period from 1 January 2019 to 1 
August 2024 (inclusive). We focused on studies published from 
2019 onward because the volume of research on DBs in 

cardiovascular medicine increased substantially during this period, 
with peak publication volume observed in 2022. Search terms incorpo
rated controlled terms [Medical Subject Headings (MeSH)/Emtree] 
and free-text keywords related to DBs and DHTs (e.g. digital biomark
er*, digital technolog*, digital tool*, wearable sensor*, remote moni
tor*) together with cardiovascular terms (e.g. heart, cardiovascular 
system, heart diseases, cardiology, heart failure, hypertension, coron
ary artery disease, cardiovascular diseases). Boolean operators were 
applied, and truncation (*) was used to maximize sensitivity. Trial filters 
and publication date limits were applied. The full search strings for 
each database are provided in the Supplementary material online, 
Appendix S1. The review protocol was registered in the 

Central illustration Digital biomarkers (DBs) in cardiovascular medicine include measurements such as electrocardiography, cardiac 
rhythm and heart rate, blood pressure, body weight and impedance-based measures, cardiac implantable electronic device/implantable 
cardiac monitor telemetry, haemodynamics including pulmonary artery pressure and left atrial pressure, and imaging-derived DBs from 
echocardiography (Echo), cardiac magnetic resonance, and coronary computed tomography angiography. DBs are captured using inva
sive and non-invasive digital health technologies and are used across the clinical continuum from prevention and risk prediction to diag
nosis, treatment monitoring, and prognostication. DBs can support disease phenotyping and personalized care, helping enable earlier 
detection and intervention and thereby contributing to value-based, cost-effective, and more equitable healthcare. Their role is 
expected to expand further as AI-enabled analytics continue to evolve.
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International Prospective Register of Systematic Reviews 
(PROSPERO; CRD42024573879). The review was conducted and re
ported in accordance with the Cochrane Collaboration guidance and 
the Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses (PRISMA) statement.14

Eligibility criteria
The inclusion and exclusion criteria were as follows.

Inclusion criteria 

• Studies were phase III or IV CTs.
• DBs were derived from data captured by DHTs.
• The clinical focus was cardiology/cardiovascular medicine.
• Studies were published between 1 January 2019 and 1 August 

2024 (inclusive).
• Full-text articles were available in English.

Exclusion criteria 

• Phase I–II CTs; preclinical studies; and studies using non-human 
samples.

• CT protocols and design/rationale/implementation articles; ob
servational studies; systematic reviews/meta-analyses; letters; 
editorials; expert opinion pieces; and conference abstracts/ 
presentations.

• Studies primarily focused on stroke/cerebrovascular disease, dia
betes mellitus, obstetric disorders, or congenital cardiovascular 
disorders.

• Studies with insufficient reporting to evaluate the DB, interven
tion or outcomes (e.g. unclear DB definition, missing key trial de
tails, or incomplete outcome data).

• CTs scoring <5 on the seven-item modified Jadad scale (0–7), un
less clinically relevant and non-substitutable.

Study selection
Two authors (P.M.C. and R.C.A.) independently screened titles and 
abstracts and subsequently assessed full texts to identify studies 
meeting the eligibility criteria. Eligibility was confirmed at full-text 
review, including restriction to phase III–IV CTs. Discrepancies 
were resolved by discussion, with reference to the original articles, 
and, when necessary, through adjudication by a third reviewer.

Data extraction
Data were extracted independently by two authors (P.M.C. and 
R.C.A.) using a predefined data-extraction form. Extracted variables 
included first author, year of publication, CT registration number 
and study acronym (when available), country of enrolment, partici
pant age (mean ± standard deviation [SD] or median [interquartile 
range (IQR)]), sample size (screened and randomized), sex, population 
characteristics, DHTs and corresponding DBs, sensor technology, 
trial objectives/endpoints, key results, and additional comments.

Data availability
No new data were generated or analysed in support of this article. 
All data underlying this article are included in the main manuscript, 
its supplementary material and the referenced literature.

Risk of bias and quality assessment
Methodological quality of included CTs was assessed using the 
seven-item modified Jadad scale. This tool was selected because 
it provides a pragmatic and reproducible appraisal of key trial fea
tures (randomization, blinding, and participant flow). We used the 
modified version because the original adverse effects item was 
not applicable, as most included CTs were measurement/monitor
ing studies and did not systematically report safety outcomes. 
Quality appraisal was performed by one reviewer and verified by 
a second. Disagreements were resolved by consensus or, when re
quired, by discussion with a third reviewer. CTs scoring ≥5 (0–7) 
were considered high quality and were included. In line with the eli
gibility criteria, the exception for trials scoring <5 was applied. 

Details of the quality assessment and scoring are reported in the 
Supplementary material online, Appendix S2.

Results
A total of 541 records were identified from three electronic data
bases. Duplicates (n = 187), non-English records (n = 2), and one re
cord retracted by the publisher (n = 1) were removed prior to 
screening. Subsequently, 351 records were screened by title and 
abstract, and 191 records were excluded at this stage. After title/ 
abstract screening, 160 reports were sought for retrieval, 12 could 
not be retrieved. Overall, 148 full-text articles were assessed for eli
gibility. Of these, 108 were excluded for the following reasons: 
study designs other than phase III or IV CTs (n = 49), outside the 
scope of cardiology (n = 37), use of DHTs primarily for behavioural 
change (digital therapeutics) rather than DB capture (n = 9), not re
lated to DBs (n = 9) or not using DHTs (n = 4). Among the studies ex
cluded as outside the scope of cardiology, stroke/cerebrovascular 
disease (n = 19), diabetes mellitus/diabetic foot (n = 6), 
pregnancy-related or congenital cardiovascular conditions (n = 6), 
and other reasons (n = 6) were the main topics related to the cardio
vascular system but not focused on cardiology. Finally, 32 CTs (40 
reports) met the inclusion criteria and were included in the system
atic review. The PRISMA flow diagram is presented in Figure 2.

Study and population characteristics are summarized in 
Table 1 (40 reports corresponding to 32 CTs). Across the 32 
CTs, 30 trials were randomized and 2 were single-arm. In total, 
32 246 participants were enrolled, including 14 417 women 
(44.71%). No trial enrolled healthy volunteers. Among studies 
reporting mean ± SD, the sample size–weighted mean age was 
66.2 years (pooled SD, 11.0 years). Across studies and trial 
arms, median age ranged from 59 to 74 years with the first 
and third quartiles ranging from 53–67 years and 66–80 years, 
respectively. Geographically, nine CTs were conducted in the 
USA, with the remaining trials undertaken across 10 other coun
tries, including six multinational studies. Most participants [29  
666 (92%)] were enrolled in studies conducted in the USA, 
China, the UK, Poland, Japan, or multinational settings (see 
Supplementary material online, Figure S3).

Table 1 summarizes the characteristics of the included studies. 
Heart failure (HF) was the primary condition studied in 16 CTs 
(50%). These studies evaluated remote monitoring and teleman
agement in both heart failure with reduced ejection fraction 
(HFrEF) and heart failure with preserved ejection fraction 
(HFpEF) using a range of devices. Some approaches were non- 
invasive, capturing data such as body weight, bioimpedance 
measurements, blood pressure (BP), electrocardiography (ECG) 
and physical activity/exercise metrics. Others relied on invasive 
or implantable systems, including measurements obtained from 
CIEDs, pulmonary artery (PA) pressure waveforms, and left atrial 
pressure (LAP). Outcomes assessed included quality of life, 
changes in biomarker levels [e.g. N-terminal pro-B-type natri
uretic peptide (NT-proBNP)], the efficacy and safety of 
haemodynamic-guided HF management with CardioMEMS™ 
or V-LAP™ monitoring, reductions in major adverse cardiovas
cular events (MACE)—particularly HF hospitalizations—and 
digital health literacy related to HF devices.

Additionally, CIEDs were used in 12 CTs (38%). Within 
CIED-based CTs, pacemakers/cardiac resynchronization therapy 
pacemakers (CRT-P) were included in 3 (25%) and implantable 
cardioverter-defibrillators (ICDs)/cardiac resynchronization ther
apy defibrillators (CRT-D) in 6 (50%); the remaining 3 (25%) in
volved mixed device cohorts or did not specify device type. 
Remote monitoring was delivered through manufacturer-specific 
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platforms (e.g. Biotronik Home Monitoring/CardioMessenger, 
Boston Scientific LATITUDE, Abbott/St. Jude Merlin.net and 
Medtronic CareLink), sometimes within the same trial depending 
on the implanted device. Most reports specified device type 
and/or the remote monitoring platform but rarely reported the ex
act CIED model.

Excluding CIEDs, 38 device uses were reported across the in
cluded CTs, corresponding to 33 distinct device models (manu
facturer and model). These DHTs were grouped into eight 
device categories, with the number of distinct device models 
in parentheses: weight scales (9), wearable/portable ECG moni
tors (8), implantable cardiac monitors (ICMs) (4), step counters/ 

Figure 2 PRISMA flow diagram in four levels.
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physical activity monitors/actigraphs (4), BP monitors (5), 
CardioMEMS™ (1), LAP monitors (1), and sleep sensors (1).

The DBs measured across the CTs included measurements 
from ECG [including cardiac rhythm and arrhythmia-related 
metrics and heart rate (HR)], BP, body weight, bioimpedance/ 
thoracic impedance, PA pressure monitoring, LAP, step 
counts/physical activity and sleep-related metrics. The sensor 
technologies used to capture these DBs included ECG, photo
plethysmography (PPG), ballistocardiography, impedance-based 
sensing, oscillometry, microelectromechanical systems 
(MEMS), strain-gauge load cells, piezoelectric sensors, acceler
ometers, and altimeters. Among reported sensor technologies, 
ECG-based sensing was the most common (21/41, 51.2%), 
whereas among reported DB variables, HR was the most fre
quently captured (25/50, 50%). Several devices incorporated 
multiple sensing modalities. For a small number of devices, 
model-level specifications were not reported.

Methodological quality was good overall (modal modified 
Jadad score, 5; range, 3–7). Two trials scored 3 on the modified 
Jadad scale due to their design as single-arm studies and the lack 
of randomization; however, they were included because they 
were relevant for evaluating the performance and safety of 
the V-LAP™ and LUX-Dx™ ICMs. Most of the CTs were un
blinded due to the nature of the interventions. Only two studies 
were double-blind, while three were single-blind. Withdrawals/ 
dropouts, eligibility criteria and statistical analysis were appro
priately described in all trials.

Discussion
The use of DBs has increased exponentially in the past decade, 
accelerated by the COVID-19 pandemic and the need to expand 
access to broader and effective healthcare. Because DBs can be 
derived from multiple signals and devices, CTs in cardiovascular 
medicine are highly heterogeneous with differences in study de
sign and endpoints.

Heart failure
HF is the most common target condition with DBs primarily 
used for remote monitoring and telemanagement. Overall, evi
dence is mixed across studies,26,33,35,42,44,45,53 but it suggests 
that selected interventions may reduce HF hospitalizations 
and improve outcomes,26,44,53 with cost-effectiveness depend
ing on implementation and programme costs.33 In the included 
trials, DBs ranged from non-invasive monitoring (e.g. weight, 
blood pressure, ECG/heart rate and activity) to implantable sys
tems, including device telemetry and haemodynamic sensors 
(pulmonary artery and left atrial pressure), as summarized in 
Table 1. Importantly, programmes differed in monitoring inten
sity and in how alerts were handled in practice (who reviewed 
the data, how often reviews occurred and whether alerts re
sulted in timely clinical decisions), which likely contributed to 
heterogeneous results. Through longitudinal assessment out
side the clinic, DBs can support earlier identification of clinical 
deterioration and more timely treatment adjustments than trad
itional episodic visits, helping refine disease phenotyping and 
deliver more personalized care (see Central illustration).

Cardiovascular imaging
Imaging increasingly uses AI for image acquisition, quantitative 
measurement (including segmentation), and post-processing. 
Nevertheless, most evidence to date is based on agreement 

with conventional measurements or prediction of clinical 
events, whereas prospective trials remain limited.

In echocardiography, automation spans both software that 
helps reduce operator dependence and variability and device in
novation, with a wearable prototype being developed for con
tinuous left ventricular ejection fraction (LVEF) monitoring.55

Convolutional neural networks have enabled autonomous car
diac segmentation and measurement,56 with automatic annota
tion of two-dimensional and Doppler acquisitions.57 A CT 
demonstrated that the quantification of LVEF by AI was non- 
inferior to assessment by sonographers,58 and another trial 
tested an intelligent Doppler spectrum analysis software de
signed to estimate LAP using the equation method.59

For cardiac magnetic resonance (CMR), trials have focused on 
benchmarking automated DB measurements against manual 
method, improving reproducibility and reducing post-processing 
burden. Among patients after acute MI, an AI-based automated 
strain analysis showed good concordance with manual analysis, 
and the automatically derived global longitudinal strain was the 
only independent predictor of 12-month MACE.60 For ventricu
lar arrhythmia substrates, CMR improves risk stratification 
through a DL contrast-free virtual native enhancement showing 
high agreement with late gadolinium enhancement (LGE)-CMR 
for myocardial scar quantification.61 CMR further extends into 
ventricular tachycardia management, the VOYAGE trial evalu
ated AI automation software to integrate LGE-CMR with electro
anatomical mapping for ventricular tachycardia ablation.62

In coronary computed tomography angiography (CCTA), DBs 
include automated coronary artery calcium scoring, quantitative 
plaque burden and compositional phenotyping and perivascular/ 
adipose tissue signatures used for risk prediction.63–66

Functional assessment can also be derived via fractional flow 
reserve-computed tomography (FFR-CT), with ML-derived 
FFR-CT showing equivalent diagnostic performance to computa
tional fluid dynamics–based FFR-CT.67 In this context, CCTA 
studies have reported prognostic associations, including 
AI-derived plaque volume and stenosis quantification are prog
nostic for incident MI,63 and ML risk models improve 5-year mor
tality prediction beyond established clinical scores.68 Similarly, in 
invasive imaging, deep-learning (DL) algorithms have been ap
plied to coronary angiography to localize and grade sten
oses,69,70 identify plaque erosion,71 and detect reduced LVEF.72

Cardiac electrophysiology and rhythm 
monitoring
In cardiac electrophysiology, DBs are mainly focused on rhythm 
monitoring and detection of cardiac arrhythmias using different 
technologies for recording. Different trials implemented single- 
lead ECG73 and PPG74,75 for atrial fibrillation (AF) screening, and 
have also evaluated post–acute coronary syndrome (ACS) moni
toring with ICMs and portable ECG devices showing that such 
monitoring may be beneficial in selected high-risk groups [e.g. ele
vated CHA2DS2-VASc or Global Registry of Acute Coronary 
Events scores]. In these post-ACS trials, enhanced monitoring in
creased detection of incident AF as well as pauses/high-grade 
atrioventricular block and ventricular tachyarrhythmias, mainly 
prompting anticoagulation initiation and, when indicated, antiar
rhythmic therapy or device implantation.16,76,77

Beyond simple ECG and PPG tracings, these DBs can re
present a basis for predictive analyses using AI. Most evidence 
to date relates to retrospective development and validation, in
cluding prediction of future AF from single-lead ECG strips re
corded in sinus rhythm78 and standard 12-lead ECG.79 AI 
models have also been used to detect hyperkalaemia from a 
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2- or 4-lead ECG80 and to identify hypertrophic cardiomyopathy 
from a 12-lead ECG.81 ML models have also been developed to 
predict atrial tachyarrhythmia recurrence after AF catheter 
ablation.82

Prospective evidence demonstrating clinical impact remains 
more limited. For sudden cardiac death risk stratification, im
provements will likely require integrating multiple DBs across 
modalities rather than relying on single-signal models.83 In this 
context, digital twins—computational representations that inte
grate multimodal patient data—are novel tools to support perso
nalized arrhythmia risk stratification and therapy planning.84

Early evidence suggests that ML can be applied to diverse 
ECG-derived DBs. Examples include models based on heartbeat 
intervals, which have shown high precision for predicting life- 
threatening ventricular arrhythmias,85 QRS complex shape 
used to predict ventricular fibrillation.86 In patients with ICD/ 
CRT-D devices, daily remote-monitoring data have also been 
used in machine-learning models to predict impending appropri
ate device therapies, including ICD shocks.23,87

Acute and intensive cardiovascular care
DBs captured by DHTs are increasingly incorporated into risk 
stratification scores and used to continuously monitor patients 
with high-risk acute cardiovascular conditions.88 DBs may im
prove triage, diagnosis and outcomes in patients with acute 
CVD through earlier identification of myocardial injury and cor
onary occlusion before hospital arrival.89 For instance, a wrist- 
worn transdermal infrared sensor predicted elevated cardiac 
troponins and was associated with regional wall motion abnor
malities and significant coronary stenosis,90 while three-lead 
ambulatory occlusion detection systems have been validated91

and AI models applied to 12-lead ECGs outperformed 
ST-segment elevation myocardial infarction criteria in identify
ing acute coronary occlusion MI.92

In hospitalized patients, ML early warning models using rou
tinely measured vital signs can outperform aggregate scores 
on many outcomes, although performance decreases as the pre
diction window lengthens.93 Notably, ML-based phenotyping in 
cardiogenic shock identified a high-risk cardiometabolic sub
group with the greatest likelihood of progression to Society 
for Cardiovascular Angiography and Interventions shock 
(SCAI) stages D/E and in-hospital mortality.94 Prospective out
come data are limited but an AI ECG alert for reduced LVEF is 
among the few trials suggesting that a DB can improve survival. 
The alert prompted earlier clinical review and was associated 
with lower 90-day mortality.19

In the most time-critical scenario, out-of-hospital cardiac ar
rest (OHCA) is a major application with reported improvements 
in ECG classification, early dispatch and prognostication after 
return of spontaneous circulation.95 AI algorithms have been in
vestigated to strengthen prediction, detection, and manage
ment, including resource allocation and cardiopulmonary 
resuscitation quality and success.96,97 Using ECG, ML algo
rithms were effective in predicting cardiac arrest within 
24 h,98 differentiating pulseless electrical activity-OHCA from 
ventricular fibrillation-OHCA99 and identifying OHCA with 
acute coronary occlusion.100 ML has also been embedded into 
automated external defibrillators,101 optimizing shock/ 
no-shock decisions during rhythm analysis102 without interrupt
ing chest compressions.103 Beyond algorithms, novel DHTs are 
emerging in this field. In the Jewel IDE study, a water-resistant 
patch wearable cardioverter-defibrillator was shown to be 
safe and effective, with a high number of successful defibrilla
tions and few adverse events.104

Prevention and cardiac rehabilitation
In primary prevention, DBs have enormous potential for early 
identification of individuals at risk of CVD before symptoms 
manifest. Derived from data collected through wearables, 
smartphones, and other DHTs, DBs offer continuous monitoring 
of parameters such as cardiac rhythm, HR variability, BP, phys
ical activity, and sleep patterns. For instance, smartphone PPG 
screening identified more than twice as many cases of AF at 
an early stage compared with usual care.74 Activity trackers 
can provide DB derived feedback and boost physical activity 
across various age groups and populations.105 Additional appli
cations include monitoring CVD risk factors like BP via cuffless 
sensors,106,107 and assessing psychological stress or sleep qual
ity through HR variability.108–110 Sports cardiology is currently 
exploring the potential of wearable devices and AI for monitor
ing, risk prediction and shared decision-making in athletes with 
structural or electrical heart diseases. While this field shows 
promise, there is a lack of evidence supporting its effectiveness 
and important ethical and legal issues remain to be 
addressed.111

Comprehensive cardiac rehabilitation (CR) is recommended 
for structured secondary CVD prevention.112 Digitally en
hanced home-based programmes (cardiac telerehabilitation) 
are viable alternatives to centre-based programmes and may en
able more personalized delivery, with improved participation 
and adherence.113,114 Biosensing wearables and mobile devices 
enable the remote delivery of core components of CR, including 
exercise training and activity monitoring, nutritional counselling, 
and risk factor management, while capturing DBs that largely 
mirror those used in primary prevention.113 Systematic reviews 
suggest modest benefits of mHealth on exercise capacity, phys
ical activity, BP, and body weight, but evidence quality is moder
ate and interventions are heterogeneous.115 Early evidence 
indicates that selected DBs, such as daily step count and BP, 
can provide actionable biofeedback to guide goal directed ther
apy.116,117 Nevertheless, major challenges in rehabilitation in
clude usability of DHTs in older and multimorbid CVD 
populations, defining optimal analysis for DBs, and reaching 
agreement on meaningful outcomes.118

Development and validation of digital 
biomarkers: methodological considerations
DHTs that collect DBs rely on hardware, software, and analytic 
pipelines that must be developed, validated and, when applic
able, certified in accordance with regulatory requirements. For 
systems that incorporate self-measurement, the reliability of 
data acquisition, transmission, storage, and processing is critic
al.119 Validating DBs for clinical practice and for use as surrogate 
endpoints in research requires selecting appropriate digital in
struments. Factors to consider when validating novel digital 
endpoints in CTs include endpoint selection, technical validation, 
clinical validation, and candidate endpoint evaluation.120–122 In 
technical validation, the new assessment is compared with a 
gold standard under controlled conditions to demonstrate in
ternal validity for the target construct and minimize bias and 
confounding.120,123 Clinical validation assesses accuracy, safety 
and clinical utility in the intended setting. Two issues are particu
larly relevant at this stage: results may not generalize beyond 
the study cohort because measurement accuracy can vary 
across populations (e.g. PPG measurements in elderly indivi
duals), and differences in disease prevalence can affect predict
ive values. Accordingly, validation should consider populations 
often underrepresented in CTs (e.g. ethnic minorities, people 
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with advanced chronic conditions, sex/gender differences, and 
learning difficulties) and be complemented by real-world 
evaluations.124

Even after technical and clinical validation, biomarkers should 
not be assumed to function as surrogate endpoints.125 AI has 
the potential to assist in the identification of ‘omics’ biomar
kers,126 and, by extension, may also be applicable to the devel
opment of DBs. Wearable technologies generate longitudinal, 
multi-signal data that ML methods can use to derive candidate 
DBs.127 This is relevant for behavioural interventions, as behav
iour reflects complex interactions among biological, environ
mental, and social determinants that are difficult to 
quantify128 but also for routinely collected hospital data, where 
ML methods can generate algorithm-based DBs that predict 
clinically relevant outcomes.129

Barriers to the implementation of digital 
biomarkers in cardiovascular care
Patients with CVD often require frequent monitoring as well as 
intensive and precise longitudinal management. The use of 
DHTs—DBs in particular—is highly desirable, but implementa
tion in routine clinical practice remains challenging, as high
lighted in the European Society of Cardiology (ESC) Working 
Group on e-Cardiology position paper on the use of commercial
ly available wearable technology for heart rate and activity 
tracking in primary and secondary cardiovascular prevention.130

This is exemplified by the lower uptake of wearables among in
dividuals with established CVD compared with those at risk for 
CVD and the general population131 and by the variability across 
ESC member countries in the implementation of remote moni
toring of CIEDs.132 Despite the widespread availability of elec
tronic devices in many regions of the world, the utilization of 
DBs for patient management is not without difficulty for a var
iety of reasons: 

• Interoperability and electronic medical records (EMRs): EMRs 
provide the clinical context needed to interpret DB signals, in
cluding clinical notes, laboratory tests, ECGs, echocardiog
raphy and other imaging modalities. However, a key gap is 
the limited ability to integrate DB data into EMRs. This separ
ation restricts access to the clinical variables and outcomes 
needed to develop and validate DBs. At the same time, main
taining this separation may improve security by limiting un
necessary data aggregation.133,134 Potential solutions 
include standardized data formats and improved interoper
ability frameworks to enable secure and permissioned data 
exchange.

• Regulatory barriers: Validation and post-market performance 
monitoring remain insufficiently standardized across many 
DHTs, particularly consumer-grade tools, contributing to 
within- and between-device measurement variability and 
hampering the development of novel DBs.135,136 In parallel, 
Europe and the US have outlined the criteria for classifying 
clinical decision support software as software as a medical de
vice, which can increase evidence requirements, raise devel
opment costs and slow the deployment of new tools.137

• Privacy and security: Individual, personal health-related infor
mation on digital platforms is highly sensitive. Beyond data 
protection, DBs raise governance risks related to data owner
ship and secondary use, as large technology platforms in
creasingly mediate the collection, storage, and sharing of 
personal health data. Due to genuine concerns about these is
sues, patients may decide not to take part in therapeutic 
schemes involving digital technologies. Safeguards are in 

place to protect patient data and to reduce the risk of data 
leaks, hacking or breaches, but further efforts are necessary 
to fully reassure the public that personal data are truly anon
ymized and protected. Laws and regulations exist in Europe 
and the US that provide a reasonable degree of data protec
tion, but additional regional and local regulatory tools are 
needed to further reassure patients. In this context, providing 
patients with clear information about their data rights could 
enhance confidence in the use of DBs in the near future.

• Training: Healthcare professionals as well as patients and 
their carers must be educated regarding the application and 
implementation of DHTs, as these often differ markedly 
from conventional models.119

• Affordability and equity: Efforts should focus on making con
sumer electronics more affordable and establishing effective 
reimbursement policies. A key unresolved issue is who will 
bear these costs (patients, insurers, healthcare systems, or 
government agencies), including not only the device itself 
but also data infrastructure and clinician time required to re
view and act on DBs.12,13 The ESC-European Heart Rhythm 
Association (EHRA) Atlas reports marked cross-country dis
parities in access to guideline-recommended arrhythmia 
care and identifies dissatisfaction with national reimburse
ment systems as a recurrent barrier to implementation.132

Moreover, research that is vital for the implementation of 
DHTs in cardiovascular care has often failed to include ethnic 
minority populations, culturally diverse individuals and socio
economically disadvantaged groups, undermining equity in 
access to DHTs.

• Digital literacy: Even in high-income countries, there is a clear 
‘digital divide’ between people who have access to DHTs and 
possess the digital literacy necessary to use these technolo
gies, and those who do not. Many people have low levels of 
technology literacy, i.e. older patients and people with disabil
ities, which may limit their ability to use smartphones and 
digital therapeutic apps effectively. Interestingly, however, 
data from the Strategy of Blood Pressure Intervention in 
the Elderly Hypertensive Patients study showed that most 
older patients enrolled were able to use the smartphone 
app to submit blood pressure readings.138

• Motivation: Lack of motivation, limited awareness of or trust 
in medical strategies such as telemedicine, or resistance to 
adopting new treatment paradigms, are also barriers to the 
implementation of these useful methodologies for patients 
as well as physicians.119 Additionally, lack of patient engage
ment decreases the accuracy of measurements.

• Outcome evidence: DBs have been correlated with multiple 
clinical markers and secondary endpoints. However, their im
pact on hard clinical outcomes (e.g. mortality) is uncertain, and 
evidence for effects on healthcare utilization (e.g. hospitaliza
tions and visits) is also limited. This remains a promising area 
for future outcome-driven trials.

• Cost-effectiveness evidence: Given rising costs and demand 
on health systems, cost-effectiveness evidence is increasingly 
important. Recent studies suggest that DHTs—particularly 
software designed to support lifestyle change—may enable 
cost-effective delivery of interventions at scale.139

However, health-economic evidence for DBs remains rela
tively scarce and heterogeneous.33,140,141

Future perspectives
In the coming years, DHTs are expected to dominate biomarker 
capture across the cardiovascular spectrum—from the general 
population to high-risk individuals and patients with established 
CVD. DBs will further extend beyond traditional care settings, 
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allowing remote and near-continuous monitoring outside the 
clinic, occasionally supported by AI methods.142 DBs will also 
help evaluate treatment response, facilitate guideline imple
mentation, and promote patient engagement.

A major underused opportunity lies in clinical research, par
ticularly the integration of DBs as surrogate endpoints. The 
Clinical Trials Transformation Initiative has issued recommenda
tions on incorporating DHT-derived endpoints, including DBs, 
within clinical outcome assessments.143 This could allow earlier 
and more precise ascertainment of outcomes, while also sup
porting novel endpoints that are not feasible with episodic mon
itoring. By providing objective measures that reduce bias and 
random error, DBs complement patient- and clinician-reported 
outcomes and may improve endpoint specificity, particularly 
when the signal-to-noise ratio is high.144

Several emerging DB modalities have been explored as 
proof-of-concept and require rigorous evaluation in adequately 
powered, late-phase CTs. For example, facial imaging and ocular 
photographs have been explored for hypertension screening, 
while voice features have been investigated as potential DBs 
of AF and CAD.145–148 To translate these innovations into rou
tine clinical practice, regulatory frameworks must be supported 
by robust validation standards and clear requirements for data 
privacy and governance. Addressing these challenges will be es
sential for their widespread adoption. Ultimately, digital health 
and DBs are likely to support a shift towards proactive 4P 
care (preventive, participatory, predictive and personalized) 
through clinician–patient collaboration.

Conclusions
Compared with traditional biomarkers, DBs facilitate care along 
the continuum from prevention and prediction to diagnosis, 
treatment monitoring and prognostication. By capturing real- 
world data through DHTs, DBs can reduce reliance on episodic 
clinic visits and support earlier detection of clinical deterioration 
and more timely treatment adjustment. Selected DBs have de
monstrated clinical utility in specific cardiovascular conditions, 
although current trials remain heterogeneous in technologies 
and endpoints. To support broader adoption in routine care, ro
bust validation, clear regulatory requirements covering data 
privacy and governance, interoperability with clinical systems, 
and stronger evidence on clinical outcomes and cost- 
effectiveness will be needed. Finally, continuous innovation in 
AI technologies is likely to amplify the impact of DHTs in both 
research and clinical practice, supporting patient self- 
management and improving day-to-day health.

Supplementary material
Supplementary material is available at European Heart Journal – 
Digital Health.
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