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Abstract. When using a number of medical devices from very different manufacturers with different proprietary formats the problem of a lack of interoperability emerges. Connectivity and communications are then limited and the systems and users can not exploit all the possibilities that Information and Communication Technologies offer today. The use and application of standards can be the solution to bring light to this confusion of languages in this Tower of Babel. There are several standards applicable to medical information systems interoperability and, analyzing these different options, the X73 PoC-MDC (ISO11073/IEEE1073) set of standards for Point of Care Medical Device Communication is the best positioned international standard to provide interoperability in these communications.
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Introduction
The number and use of medical devices is increasing continuously following the advances in technology and the new possibilities arising from research in this area [1]. These devices help the health care professionals to treat or diagnose diseases. 
Thinking of a single patient in an Intensive Care Unit for example, it is more than possible that he has more than one device measuring his vital signs. On the other hand, the advances in Information and Communication Technologies allow sharing and communicating data from different sources [2], and these technologies could be applied to the information captured by the different medical devices, in a way that a central system could gather all the data and record them, without the need for manually writing down each measure from each device, which means time costs and is subject to human errors. In the case of a home tele-health monitoring application, there are technical systems and medical services that allow controlling parameters and biological signals of patients from a distance. It is one of the most common practices in telemedicine. The devices used most frequently in telemedicine are electrocardiography monitors (ECG), spirometers, blood pressure and heart rate meters, pulse oximeters, glucometers, digital scales, etc. They can be fixed, but it is also quite common to be wireless or “wearable” (incorporated into clothing, bracelets, etc), that makes their use more comfortable [3]. These sensors need to send the captured data to a centralized system, located at a distance, which has to gather and record them [4]. 
These are just two examples of the uses and needs of medical devices and show the convenience of applying Information and Communication Technologies to share and gather the data. But applying these technologies to communicate different systems and sources involves the need for standardization in order to achieve the needed interoperability. The reason is that many different manufacturers make new devices for a wide variety of medical applications, but each one has its own software and communication protocols; they build proprietary solutions that can work just alone or in a system completely designed by them and that makes very difficult to take data acquired from the different devices and try to gather it [5]. Here is where the problem of interoperability starts, because every device is speaking in a different language. This heterogeneity causes lots of integration difficulties. Moreover, these proprietary formats are usually not published. Then it is easy to find incompatibilities between the devices. 

When a system is built, replacement problems and consequent high costs can also arise; it is possible that a single device has to be replaced because of a failure, a change in the patient’s prescription or just because there is a new cheaper or better one, and this single change can imply complete system changes. One single replacement could mean lots of changes in the software and hardware that forms the system in order to maintain the communication. 

Interoperability and middleware concepts turn up to solve these problems. Interoperability means the ability of software and hardware on different machines from different manufacturers to share data [6]. The middleware technologies can be defined as the elements that allow communication in distributed systems and the tools that help to use architectures based on products from different manufacturers and multiple platforms. They provide portability (facilitate efficient interchange of vital sings and information associated to a device in all the possible clinic scenarios) and interoperability (medical application from different clinic scenarios can interchange information between devices connected to the patient). Interoperability implies plug-and-play systems, what means that the health professional just has to connect the device: the system detects it automatically, configures it and communicates with it and there is no need for any user interaction. The main problem when trying to achieve the so-called plug-and-play interoperability is the following: without a communication standard that extends from the physical device connection through the application-language level, every actor must, at least, be examined to determine what physical and logical interfaces must be developed to provide effective communication (see Figure 1). There is a need for developing open sensors and middleware components that shall allow transparent integration, plug-and-play and interoperability of non-compatible monitoring devices [4]. Thus, as it could be expected from the beginning, the use of standards seems to be an efficient way to face these problems. Standardization is necessary to make devices plug-and-play. Medical information and communication standards define information representation and exchange formats, allowing interoperability between home care devices [7-9]. Therefore, a unique standard is needed, but none has been completely developed until now [10]. 
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Figure 1. Interoperability among medical devices and remote gateways.
This paper will first enumerate some different options when trying to find a suitable standard. After that, it will explore the ISO/IEEE X73-PoC-MDC family as the most appropriate for interoperability of medical devices and will also show the main parts and concepts of this set of standards.  

1. Available Standards
The main European organization with authority in this field is the European Committee for Standardization (CEN) [11]. It brings together several Technical Committees (TC). Among them, the TC251 [12] is in charge of medical computer science and constitutes the only European forum for consensus and standardization of computer science applied to healthcare. It maintains international contact with International Standards Organization (ISO), the principal world body for standardization. 

Analyzing the standards widely applicable to the interoperability of medical information systems, the most well known are:

DICOM (Digital Imaging and Communications in Medicine) [13], formed by the American College of Radiologists (ACR) and the National Electrical Manufacturers Association (NEMA). It occupies a privileged position in medical imaging since it is very widespread among the healthcare community and the manufacturers. It includes some directives for the exchange of biomedical signals, particularly ECG and has another specific standard: SCP-ECG, CEN/ENV1064 [14], but it is not applicable to the interconnection of monitoring devices.
HL7 (Health Level 7) [15], funded by American manufacturers of medical equipment and accredited by the American National Standards Institute (ANSI), it is a standard for the exchange of medical messages. It develops its own syntax, in the seven levels of the protocol stack, for representing the information in a simple structure composed of segments and field labels (each one identified by its data type). Like DICOM, it exchanges the results of observations related to vital signs and biomedical signals, but it is not applicable to the interconnection of devices.

ISO11073/IEEE1073 [16]. This is a family of standards, promoted by the Institute of Electrical and Electronics Engineers (IEEE), a consortium of manufacturers and institutions, adopted as the international standard of ISO (ISO11073), and based on several works by the CEN. It groups previous CEN and IEEE standards to cover different levels of the ISO Model: MIB for the lower ISO levels, and INTERMED and VITAL for the upper levels. VITAL [17] defines the format for the representation of vital signs, INTERMED [18] establishes the models for access to the data, and Medical Information Bus (MIB) [19] completes the model with services and communication protocols for interoperability between medical devices. From now we will refer to them as X73-PoC-MDC.
ENV 13606 [20]. This is the European pre-standard (ENV) on Electronic Healthcare Record (EPR) communication, developed by the CEN. It includes four main parts: (1) Extended Architecture, (2) Domain Terms List, (3) Distribution Rules, and (4) Information Exchange Messages.  Its future definitive version will constitute a complete standard for all the European Medical Institutions.
2. X73 PoC-MDC

The X73 PoCMDC standard, as mentioned above, is a single set of standards developed and adopted by all countries for complete connectivity among medical devices providing interoperability, plug-and-play, transparency, and ease of use and configuration. That standard is, to date, in the development phase. Indeed, many of its parts are still in draft status.

In terms of chronology, the IEEE was the first developing standards in this area with the appearance of MIB in 1984. Nevertheless, the main manufacturers developed their proprietary solutions, which have not been accepted in general. Other standards have been developed for specific applications and some of them have been widely adopted. In 1993, CEN created a set of standards (PoC-MDC) that were ratified in 1999 to be able to interconnect devices and interchange data between them. In 2000/2001, the standardization organizations IEEE and ISO reached an agreement and created the “Pilot Project” to avoid competition and work together on a single set of standards. In this Pilot Project, the published IEEE standards, and those under development, were then developed jointly. Appealing to the Vienna Treaty, this joint organization was extended to include the CEN to reach international agreement in the standards. Those agreements and processes provided the basis for other standardization organizations to progress in a similar manner and work in a coordinated way with each other as the DICOM, HL7, IEEE 802, and IrDA, as described in previous sections. In 2004, the five existing standards of the 11073 standard were approved. Thus, these standards have been developed with a high level of international participation. They are being adopted as ISO standards through their technical committee of medical computer science TC215, under the name of the 11073 standard. In addition, they are considered European standards via the TC251 of the CEN. 

This process of creation and joint work started to join forces carried out previously by each organization, so that they absorbed previous standards from ISO and IEEE to be able to cover all of the levels/layers in the communication with the devices. In detail, the 1073 standard absorbs ENV13734 (VITAL) for the upper layers, ENV13735 (INTERMED) for the intermediate layers, and the older 1073 standards (1073.3 and 1073.4) for the lower layers. The set is renamed 11073-x (for ISO) and 1073.x (for IEEE). The correspondence between the ISO and IEEE nomenclatures is: ISO11073-xyyzz / IEEE 1073.x.y.z, where x, y, z are the numbers of each sub-part of the standard. Figure 2 shows the correspondence between the names of the documents of the standard with the levels of communication and the parts that were absorbed at the beginning of the joint work. After that, they were named 1073.x.x for IEEE, and 11073-x-x for CEN and ISO (current 1 in Figure 2), and we can also find them with the general nomenclature X73-x-x (current 2).
The X73-PoC-MDC standards allow communication between medical devices and external medical systems. They provide automatic capture of data of the patient’s vital signs and of information associated with operation of the device. Its two principal objectives are:
· Provide real time plug-and-play interoperability for patient-connected medical devices 

· Facilitate the efficient exchange of vital signs and medical device data, acquired at the point-of-care, in all health care environments
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Figure 2. Reference Models for Medical Device Communications.
2.1 Parts of the Standard
The standard includes a family of standards that can be used jointly at different levels to provide connectivity to the devices involved, giving a complete solution from the lowest levels (the wire itself and connector) to the highest levels (abstract representation of information and services). The standards are divided into the following main groups:
· Device data (for example, object-oriented model and terminology for the representation of the data and specializations for each type of device)

· Services of general application (for example, services for events or polling)
· Transport (for example, wired or wireless)
· Network communication (for example, several networks interconnected)
· Gateway standards (for example, gateway between the representation of data and messages based on IEEE1073 and DICOM, HL7, etc)
2.1.1 Part 1.x.x – MDDL (Medical Device Data Language)

The documents corresponding to the first part of the 1073.1 standard are used to establish the basis upon which we configure the rest of the standard, mainly defining the syntax, semantics and the Domain Information Model (DIM) which will be explained here. For this, they are based on definitions established by the European standards CEN ENV13734 (VITAL) and ENV13735 (INTERMED). Part 1 of the standard currently consists of the following elements:
· Nomenclature

· Generic Devices

· Virtual Medical Device specializations (VMD)
The 1073.1.1 standard defines a language, the Medical Device Data Language (MDDL), based on the Information Model of the domain. It specifies the syntax and semantics that must be used in the messages between the medical devices and with the computerized systems. The MDDL Standard defines the nomenclature for all the concepts where the standard is applied, as well as its encoding (a set of unique 16-bit codes used to name the elements in the Data Model), generic patterns of objects used for different applications (for example, alarm patterns) and specific standards of different devices.

The nomenclature is made up of a complete set of terms used by the standard, and is known as the data dictionary. It includes several thousand terms closely connected with elements of the object-oriented model, demographic information about the patient, device descriptions, measurement values, methods of measurements, measurement localizations, alarm information, etc. Specifically, it contains terms, descriptions, and codes for the following categories:

· Elements of the object-oriented model from the DIM
· Medical devices and device systems
· Units of measurement
· Metrics (measurements and numbering)
· Body location (specifications for measurement localizations)
· Alerts
· External nomenclature
The DIM is an object-oriented model that represents, in an abstract manner, objects with their attributes and methods. It could be considered as an abstraction of real world entities in the domain of the communication of vital signs information. It comes directly from the CEN VITAL standard (CEN 13734) and has two parts: the Static Model and the Dynamic Model.
In the Static Model, the DIM is made up of six packages (basic components) which are depicted in Figure 3. The figure also shows the relationships between them. The set of object instances of the DIM that are available on a specific medical device make up the Medical Data Information Base (MDIB) of that device.
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Figure 3. Packages (basic components) of the DIM.

These objects can only be accessed through protocol services provided by what is called the Common Medical Device Information Service Element (CMDISE) which will be explained later. The different areas of the DIM are: 
Model for the Medical Package: It deals with obtaining and representing biomedical signals and also with the context information necessary for the interpretation of those measurements.  
Model for the Alert Package: It deals with objects that represent information both related to the patient and with techniques that influence the result of the measurement or in the operation of the device. The term alert is used indifferently to refer to physiological alarms, techniques and information for the user about the equipment. The Model defines three different levels of alerts with different ways of processing them and also allows determining priorities.

Model for the System Package: Representation of devices that acquire or process vital signals information. The fundamental objectives of this package are: The Virtual Medical System (VMS), which is an abstraction of a Medical System, and The Medical Device System (MDS) which is an abstraction of a device that provides medical information. It is the object of the highest level in the MDIB of the device and represents the instrument itself. It is a base class and cannot be instantiated. 

Model for the Control Package: It contains the objects that allow remote control of the measurements and device control. The Model for the remote control allows specifying the attributes that are accessible for the remote system. In order to achieve this, the object operation is defined in a way that allows establishing how each attribute can be changed and the list of possible values. The object operation has specializations, such as SelectElement or EstablishValue. Examples of the application of the control package include the possibility of remotely modifying parameters of a measurement (e.g., sampling rate). The operation objects cannot be accessed directly, but rather, through the Service and Control (SCO) object that groups all of the operation objects of an MDS or VMD. This object supports a simple unblocking mechanism to manage simultaneous calls.
Model for the Extended Services Package: It contains objects providing extended management services for medical objects that allow efficient access to medical information. That access is achieved by a set of objects that packs attributes of multiple objects in a single event message, as well as for an object that allows specifying a filter that can be configured for the messages of the generated event (Discriminator object).
Model for the Communication Package: It contains the objects used to store information related to how the devices communicate.

Model for the Archival Package: Objects to archive and represent biological signals, information state and context information in a file, which can be on-line or off-line. 
Model for the Patient Package: Information about the patient being relevant for the objective of this standard but not including vital signs information (modelled in the Medical Package). This is the minimum amount of information required by medical devices, not being the complete clinical history.
On the other hand, the dynamic model provides a communication services model based on the ISO concept of agent-manager that will be reviewed later within the service/protocols context. The agent and the manager have a ‘Device Communication Controller’ (DCC) and a ‘Bedside Communication Controller’ (BCC), respectively. When two devices (agent and manager) try to work together, they follow four steps: 1-connection, 2-association, 3-configuration, and 4-operation. Using finite states machine, the standard describes how the system manager (client) and agent (server) are synchronized. Information is also provided using an interaction diagram. The operation for a VMD is as follows:
· After turning on the device, it performs the necessary local start-ups and finishes in disconnected state, awaiting connection events 

· When a connection event is detected, the device tries to establish an association (logical connection). A system client (manager) makes a request to a system server (agent). In the association state, basic verifications of compatibility are made
· After the association, the MDIB structure (configuration) is exchanged using the extended services (the Context Searcher) and proceeds onto the operation state
· In the operation state, the medical data are exchanged using the services defined in the standard. Likewise, a dynamic reconfiguration is allowed as well
· The service model for communicating systems defines the basic services needed by the application layer. These services are used by the application processes to exchange vital signs information and use a set of commands for the control of devices and measurements
2.1.2 Part 2.x.x – MDAP (Medical Device Application Profiles)

The purpose of this part of the standard is to define the upper application layer for exchanging data defined with the Medical Device Data Language (MDDL) format. The MDAP standards try to achieve Medical Device Communication (MDC) data exchange, based on MDDL, between a large range, by type and scale, of current and future medical devices for use in PoC-MDC. The main user of the MDAP standard is a software engineer that needs to create an MDC system or intends to establish an interface in one of them. 

The MDAP standard defines the collection of services that will be used to communicate information in the form of MDDL messages between medical devices, between DCC and BCC systems, in the three upper levels (application, presentation, and session) of the ISO Reference Model.

Their sections cover the basic encoding and abstract syntax for those messages used by Association Control Service Elements (ACSE), Remote Operation Service Element (ROSE), and CMDISE, as well as event notifying messages (event-report messages) or protocol data units (Protocol Data Units, PDU) sent by the devices to the host, and also the services used when the host requests information from a device. The session and presentation levels are understood as inactive and they are designed to produce the minimum overload. The three subparts of this part are:
· Base Standard
· Baseline Profile
· Polling Mode Profile
The Base Standard provides the PDU with definitions for the different services as well as the encoding rules and the specifications for the numeric format of the medical device (Medical Device Numeric Format, MDNF) used for the communication of real numbers and the rest of the primitives of the services. The aim is to be efficient in the implementation and, for this reason, the headings that are added in each layer have a limited and fixed structure with optional elements. The communication stack (in Figure 4) is made more flexible so that other message transmission profiles can be accommodated within the structure if necessary. The protocol stack is defined with the definitions of the type of the PDU and the dynamic behavior. Thus, Figure 4 shows the upper layers of the communication stack, that is, the set of protocols and services. The following protocols are defined:
· ACSE, for association control
· CMDISE (CMDIP), for the basic services defined in VITAL
· ROSE, for the link between call messages (requests) and results (responses)
· Presentation Layer, to negotiate the abstract and reference syntax
· Session Layer, to provide support to the ACSE standard
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Figure 4. Upper layers of the X73 communication stack. 
The Baseline Profile defines a system events manager by which the data model ("containment tree") is sent by the device (DCC) during the configuration of the communication link. All of the information exchanged subsequently is sent mainly as event reports when there is a change in the operation state or new data become available. 
The Polling Mode Profile defines a set of services that permit the host to interrogate (to do a “poll” or an explicit “request”), all of the data that will be sent from the device; that is, the VMD sends data only when the host (BCC) requests them.
Figure 5 shows the agent-manager model. The agent will be the data provider, that can be, a sensor device that acquires the patient’s vital signs. The manager will be, on the other hand, the information system that collects and manages the data that are sent to the sensor. The application processes of the agent are those that provide functionality to the sensor, that is, the processes that allow processing the signals, obtaining measurements and waveforms. The application processes of the manager collect and file the signals that the agent provides. As depicted in Figure 5, the MDIB is the set of object requests defining the agent; this is conceptual, that is, it is not necessary for the agent to keep an object-oriented database of that MDIB. The manager makes a mirror copy once it has been associated. This mirror copy is also illustrative.
In this framework, the ACSE and CMDISE protocols are used for association and for the services to access the data, respectively.
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Figure 5. Agent and Manager Model.
2.1.3 Part 3.x.x – Transport & Physical Profiles

This part of the standard specifies the protocols and services for the connections and transport messages using existing international standards, where possible. It establishes the implementation of the transport and physical profiles, including infrared connectivity (IrDA); wired or wireless connection: 
Wired connection: It defines a standard for a local wired LAN network that is based on the infrared standard published by the IrDA. It tries to provide communication, services, and protocols for consistent links with IrDA specifications and conveniently adapted to 1073 applications. It defines a wire that uses RJ-45 connectors in each end and has RS-232 signal levels. The purpose was to facilitate the incorporation of the standard in devices that had already been created or designed, taking advantage of the fact that many devices have RS-232 ports, and then, avoiding big redesigns and minimizing costs. At this moment, this is debatable since it is increasingly common to find devices that incorporate other connection capacities, for example, wireless. 
Wireless connection: It tries to provide communication, services, and protocols oriented towards consistent connection in IrDA specification, using short-range infrared in the physical layer. The maximum speed is 4 Mb/s.
In this framework, and taking the wireless trends in consideration, appears a “Technical Report:  Guidelines for the use of radio frequency (RF) wireless technologies” by the RF wireless technologies working group [21]. It performs an analysis of the aspects related to the use of RF wireless technologies for the transport of medical devices communications. Since these RF technologies offer new possibilities and are becoming more important in many fields, it is more obvious that they will be an important alternative. The report studies different technologies that are applicable now, each one with different characteristics and possibilities, and in different states of development. It does not recommend any one in particular, since the purpose is to identify the requirements and the main aspects when a choice has to be made, and incorporate it in the medical devices and make a dedicated network or use the current one for correct data transmission. The goal is to allow the manufacturers of medical devices, wireless equipment, government agencies, and any other end-user of the document to be able to make reasonable judgements about the performance and practical implementation of wireless solutions in the communication of medical devices [21]. The report can be considered as a review and a seed to produce new Standardization Projects as is usually done: the IEEE 1073 General Committee identifies areas where medical device communication standards are appropriate and then submit Project Authorization Requests (PARs) for approval, and organize working groups to develop drafts and finally to submit them to ballot; for example, an IEEE 1073.3.x standard using 802.11 networking, Bluetooth, Zigbee, etc [16], [22].

2.1.4 Part 4.x.x – Physical Profiles

It corresponds to a 1994 version that has been withdrawn. The physical layer is already included in part 3.x.x. It refers to the standards of the base layer defined for use in this family of standards. These documents specify the services and protocols required by the physical layer of the ISO Reference Model.

2.1.5 Part 5.x.x – Internetworking Support

This part includes some draft documents (unavailable) in development phase. All of the documents that begin with the numbers IEEE 1073.5 refer to the interconnection support between networks. An example could be to have several patients connected to the same information system using different LAN networks of medical devices, or to have a LAN of access points located in different places. It can also be of use in the case of interconnection in a hybrid network with two subnetworks, one of them wired, and the other wireless, creating in that way a gateway between them. An example of connections is shown in Figure 6.  
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Figure 6. Example of manager-agent connections.
2.1.6 Part 6.x.x – Application Gateways

In this part, the documents are draft (unavailable) under development. All of the documents that begin with the number IEEE 1073.6 have to do with providing interoperability between different application-layer protocols, in addition to looking for bidirectional transparency. An example could be the case of a gateway between HL7 and 11073 (11073.60101), see Figure 7.
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Figure 7. Example of an interconnection between a 1073 device and non-1073 device.
2.1.7 Part 9.x.x - Related – NCCLS POCT-1A
This document (unavailable) describes the link between the POCT-1A and the X73 standard. POCT-1A is a standard for PoC multi-vendor connectivity based on the existing IEEE and HL7 standards and on specifications of the Connectivity Industry Consortium (CIC) approved by the National Committee for Clinical Laboratories Standards (NCCLS). The resulting standard, NCCLS POCT1 includes an access point to the device based on IEEE 1073.3.2-2000 and IEEE P 1073.3.3. NCCLS also supports the HL7/IEEE JWG, assuring that the POCT devices interoperate well with those that use IEEE 1073 in the communication at higher layers.

3. Conclusions

There is an increasing need for communication between medical devices, for both patients and manufacturers of healthcare devices. In the absence of standards for these medical devices the data is captured either manually or at considerable expense or is not captured at all. Capturing it manually is a hard work and is prone to human error. 
Having the need for systems with several medical devices connected and sharing data,  communication has to follow a standard that is easy to use, easy to update and reconfigure, developed using common rules among all manufacturers and software designers, and that promotes interoperability. This integration by plug-and-play connectivity allows the user (patient, nurse, etc.) to use the system without in depth technical knowledge. 

The X73 standards include the entire range of devices from real-time to PoCT and they are the only standards addressing this area of connectivity. They provide a complete solution for medical device connectivity, starting at the physical wired or wireless connection to the nomenclature and representation of information and the services to share and communicate data. 
Nevertheless, it should be considered that, when developing a design for a medical device that incorporates the standard, the communication protocol that it must support would be clearly heavier, so the electronics or energy consumption may be affected. In a telemonitoring application for example, the devices usually have to be portable or wearable, what means that they have to be light and to use a long life battery. In that case the incorporation of the standard into the device keeping its desired characteristics will be a difficult task to overcome. We will have to wait and see in practice how these problems will limit its future use.
In recent years, it is more and more common to find wireless equipment following standards such as Bluetooth or Zigbee. This assumes that the standard will have to include that type of communication in the lower layers and cannot only be limited to wired or infrared connections. Currently, there are several ISO/IEEE work groups concentrated on making medical devices communicate according to the standard, and they can do so by using these new communication technologies. In this way, we can expect that new documents will arise for the standard related to wireless RF communication. 

In addition, the collaboration between ISO and IEEE and the other standardization organizations with a high level of international participation, makes it an internationally harmonized standard adopted by ISO and CEN member countries, and suggests that there will be a high degree of interoperability between formats, medical devices, and clinical information systems.

 To sum up, the X73 goal is to improve the interoperability and plug-and-play capacities of the different medical devices and medical information systems.
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